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Advanced Bandwidth Management Capabilities

In addition to the logical partitioning of inbound bandwidth, 
the HN System enables an operator to tailor bandwidth 
assignment to meet application requirements for jitter and 
latency or to prioritize one application over another.

Best E�ort Services —The HN System allocates bandwidth 
fairly and proportionally to all remote terminals requesting 
bandwidth, based on demand. Under this scheme, outbound 
and inbound bandwidth for a remote terminal is provided as 
needed but subject to the constraints of the overall network 
load and IQoS capacity.

Constant Bit Rate (CBR) Services —The HN System can be 
prioritized to provision fi xed amounts of inbound bandwidth 
independent of advertised demand from a remote terminal. 
Integrated client applications (such as VoIP) use the CBR 
protocol to request pre-allocation of inbound bandwidth 
on initiation of a session to provide high-quality voice and 
fax communications. Remote terminals may be confi  gured 
to allow concurrent use of CBR and Best E�ort bandwidth 
when supporting mixed traffi c. 

On-Demand Streaming (ODS)—ODS enhances the availability 
of CBR services to allow real-time applications such as 
third-party Voice over Internet Protocol (VoIP) devices and 
videoconferencing devices to work seamlessly over the 
HN System. These applications require constant bit rate 
bandwidth on the inroute on a demand assigned basis. The 
remote terminal identifi es latency-sensitive data streams, 
automatically requests CBR bandwidth for active streams, 
and releases bandwidth as the streams stop. The remote 
terminal identifi es target applications based on IP Selection 
Rules (e.g. by IP addresses, port ranges, DSCP values, and 
other header fi elds) or through a SIP sni�er. Additional 
support for SIP includes call set-up snooping and codec-
specifi c bandwidth reservation.

Traffi c Prioritization —With any network it is vital to apply 
prioritization to ensure that business-critical applications 
do not su�er due to bandwidth contention with non-
vital applications. The HN System can be confi  gured to 
prioritize inbound and outbound traffi  c based on IP traffi  c 
characteristics (e.g. by IP addresses, port ranges, DSCP 
values, and other header fi  elds). This allows prioritization 
based on a machine or application level. Prioritization 
is managed at two levels. Within the site, prioritization 
governs the use of bandwidth assigned to the site. At a 
higher level, the network assesses prioritization across all 
sites and ensures higher priority traffi  c has fi  rst access 
to bandwidth when handling over-subscription of overall 
network bandwidth. As an example, this capability prevents 
a critical application at site X from experiencing diminished 
performance because site Y is transmitting a large 
background data fi le. A weighted fair access mechanism 
is employed to ensure no traffi  c is starved when network 
demand exceeds the total network bandwidth.

Network Security

The HN System includes a Conditional Access mechanism 
which is used to prevent remote terminals from 
eavesdropping on the outbound traffi c being sent to other 
remotes. In addition, the HN System provides a standards-
based IPSec/IKE implementation for AES encryption of 
user data traffi c and managing encryption keys in a Hughes 
network. The IKE (Internet Key Exchange) protocol is used 
to automatically generate and maintain 128-bit session 
keys and to set up a secure IPSEC tunnel between the HN 
terminal and the NOC or extended to the customer’s data 
center. Encryption is implemented for both inbound and 
outbound traffi c. The HN security kernel has received NIST 
certifi cation for FIPS 140-2 level 1 operation.

Because the encryption function is integrated within the HN 
System, the acceleration and traffi  c prioritization functions 
typically available in an HN network are maintained. 
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Full-featured IP Router

The Hughes family of VSAT satellite routers provides a full-
featured IP router functionality, generally eliminating the 
need for an external router at remote sites.

IP Protocols—The HN routers support all common unicast 
and multicast IP protocols, including TCP and UDP, and the 
protocols carried on top of them (HTTP, SSL, RTP, SIP, etc.). 
The routers also support other IP protocols such as ICMP, 
IGMPv3, etc. 

Routing Protocols—The HN routers support a wide range 
of routing protocols enabling network interoperability, 
including:

RIPv2, ICMP, ARP

  BGP—The HN network edge components operate as 
BGP edge routers and exchange routes with their BGP 
peers enabling interoperability with other networks, 
such as MPLS

  VRRP—Support of the IETF standard Virtual Router 
Redundancy Protocol (RFC 3768) provides redundant 
Internet gateways. Increased availability with no 
single point of failure is achieved by creating a virtual 
router consisting of a group of cooperating physical 
routers which share a MAC and IP address, but provide 
transport diversity 

  PBR—The HN network also supports Policy Based 
Routing which can be used, especially in conjunction 
with VRRP, to support carrying traffi  c over all available 
network paths instead of just the active path 

  VLAN Tagging

IP Services —The HN routers provide IP services that are of 
benefi t for both enterprise and consumer applications, such 
as:

  Flexible addressing with support for network address 
and port translation (NAPT), NAT with port forwarding, 
DHCP server, and DHCP relay

  Integrated Access Control List, which controls access 
from both the local LAN and the external network

  Integrated virus protection

High Performance—All HN routers implement the Hughes 
Performance Enhancement Proxy (PEP) which includes 
TCP spoofi ng, ACK reduction, and message multiplexing. 
To ensure optimal use of bandwidth, the HN System 
provides header and data compression on both the inbound 
and outbound channels. In addition, the HN routers have 
an integrated optimization targeted for handling and 
acceleration of Internet traffi  c. This includes

  DNS caching

  HTTP/HTTPS acceleration through sophisticated 
prefetch algorithms and caching

  Fenced Internet access to reserve use of satellite 
bandwidth for approved Internet sites
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Integrated Application Services

The Hughes broadband solution includes the capability for 
integrated application services. 

Serial Protocols —The HN7700S router supports both 
high-speed IP and native serial protocols (such as X.25, 
SDLC, BSC, and async) in a single, low-cost package. The 
HN1030, with up to four synchronous / asynchronous 
connections, can be deployed in conjunction with an HN 
satellite router if more than one serial connection is required 
at a site.

Voice over IP —The HN7740S supports high-speed IP and 
two RJ-11 connectors for integrated voice or fax over IP. On 
establishment of the VoIP session, the HN7740S requests 
Constant Bit Rate (CBR) bandwidth over the satellite for 
the duration of the call. In addition, the codec sampling 
size is optimized for satellite usage to provide high-quality 
voice over the satellite. The HN1040, with up to four RJ-11 
connectors, can be deployed in conjunction with an HN 
satellite router if more than two connections are required at 
the site.

Multicast services —The HN System operates as an IP 
multicast network to effi  ciently deliver rich-media or 
bandwidth intensive fi les for applications such as digital 
signage and streaming digital audio and video broadcasts. 
Due to the fact that bandwidth does not need to be pre-
assigned to remote terminals, any of the remote terminals 
can be confi gured for receive only  operation for applications 
such as IPTV distribution and other digital content 
distribution applications. The enterprise package delivery 
capability leverages the effi  ciencies of satellite multicast to 
transfer any collection of fi  les to a selected group of sites 
simultaneously. Delivery options include best e�ort or return 
receipt for guaranteed reliable delivery.

Network Operations

Hughes is the largest provider of managed network services 
in the U.S. operating a network in excess of 400,000 
consumer sites and more than 90,000 enterprise sites. This 
provides a constant feedback cycle between the service 
operations and engineering, leading to innovative designs 
to lower the total cost of ownership and increase system 
performance. 

The Hughes Network Management System (NMS) provides 
centralized confi guration and management of all network 
components, including software upgrades. A network 
operator is able to upgrade the confi  guration or software for 
all remote sites within the network. All network components 
have an integrated SNMP agent allowing for ease of network 
management and use of standard o�-the-shelf network 
management tools.

To ensure maximum network availability, the network 
architecture supports redundancy for all network 
components. In addition, the architecture supports 
automated geographic NOC redundancy. With NOC 
diversity, a remote site will automatically detect a failure in 
communicating with a NOC and switch to operations on the 
back-up NOC—providing diversity in spacelink  and/or NOC 
services.

Unique to the HN System solution is the integrated 
capability to support autocommissioning  for every remote in 
the network. With this feature no human interaction at the 
hub station is required at the time of a remote installation 
and commissioning. Remote confi  gurations are preloaded 
into the NMS database prior to the remote being installed. 
Once the remote is physically installed and the antenna 
aligned, the remote will interact directly with the various 
hub elements to set power and timing values, download 
software and parameters, and enter operation. All of this is 
accomplished without the involvement of an operator at the 
NOC station.

Not only does this feature allow an operator to scale easily 
to a large number of installations per day—without the 
burden of adding sta� at the hub station—this feature also 
signifi cantly reduces the possibility of error so that installs 
are done right the fi rst time.



  

Worldwide Presence

Hughes is the recognized market leader for broadband 
satellite solutions. Beyond our technical advantages, Hughes 
has a very signifi  cant presence worldwide with offi  ces and 
networks throughout the world with operating companies 
in the US, Europe, Brazil and India, as well as sales and 
service offi ces, and service providers operating networks 
based on Hughes technology. We have been committed to 
the business of satellite networking for well over 30 years. 
Selecting a Hughes solution brings not just the technology 
advantages but also the support and experience of Hughes.

Visit our Web site, www.hughes.com, for a list of our 
worldwide offi ce locations and contacts.
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